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Differentiated Output-Based Privacy-Preserving
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Abstract—This letter investigates the differentiated
output-based privacy-preserving average consensus
problem over digraphs. A new stochastic obfuscation
algorithm is proposed to achieve better privacy-preserving
effect. When the output messages for at least one out-
neighbour are not leaked, the algorithm can be designed
to achieve any pre-given consensus accuracy and privacy-
preserving level simultaneously by properly selecting the
private weights. Even if all the output messages are leaked,
the algorithm can still ensure that each agent’s initial
state is protected to a certain extent. The mean square
convergence of the algorithm is proved. The efficiency of
the algorithm is verified by a numerical example.

Index Terms—Privacy-preserving, cooperative con-
trol, multi-agent systems, average consensus, Fisher
information.

I. INTRODUCTION

COOPERATIVE and coordinated control of multi-agent
systems has been a hot area of research. As the basis

and core algorithm, average consensus algorithms play a
more and more important role in many applications and
services [1], [2]. In consensus algorithms, the initial state
of each agent is an important fusion source and may con-
tain sensitive information or personal privacy [3]. However,
the explicit information interactions in classical distributed
consensus algorithms ignore such privacy-preserving issues.
Therefore, it is urgent to protect each agent’s initial state in
the classical distributed consensus algorithms.

At present, many researches have been done on the privacy-
preserving issue in control systems [4]. Many methods have
been proposed to achieve this goal. The existing approaches
can be roughly divided into three categories: the structure
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technique, the deterministic transformation technique, and the
stochastic obfuscation technique. The structure technique is
based on the standard observability for state reconstruction
and input observability for input re-identification. For exam-
ple, by introducing a virtual state, the algorithm proposed
in [5] decomposes each agent’s state into two substates and
obtains a secure structure against the potential passive attack-
ers. However, the privacy of each agent cannot be protected
when all its neighbors are directly connected to the potential
passive attackers. For the deterministic transformation tech-
nique, the homomorphic encryption scheme is one of the
frequently used methods. By using homomorphic encryption,
the privacy issues of control systems have been studied, such
as cooperative control [6], fast covariance intersection [7] and
distributed optimization [8], [9], etc. The encryption method
provides high-dimensional security, but leads to heavy load on
computing and communication, which may be unapplicable to
networks with limited energy and resource.

Roughly speaking, the stochastic obfuscation technique
mainly protects the real state by adding noises [10].
Among others, the differential privacy mechanism has been
widely utilized to privacy-preserving control and optimization.
For example, differentially private average consensus algo-
rithms [11], [12], [13] and differentially private distributed
algorithms for stochastic aggregative games have been con-
sidered [14]. It is worth mentioning that in existing methods
of the stochastic obfuscation technique, an agent sends the
same output messages to all its out-neighbours. Then, a honest-
but-curious neighbour can obtain all the output messages of
the agent, and it is enough for an eavesdropper to eavesdrop
one output channel for the output messages. The limitation
motivates us to design a new stochastic obfuscation algo-
rithm that sends differentiated output messages to different
out-neighbours.

Motivated by the limitation of the approaches mentioned
above, we propose a new differentiated output-based privacy-
preserving average consensus protocol over digraphs in this
letter. The privacy-preserving level of the initial state is quan-
tified by Fisher information. For each agent, besides adding
noise to its state in classical privacy-preserving consensus pro-
tocols, the random private weights of the algorithm are also
designed. Our contributions are as follows.

1) A new privacy-preserving distributed consensus algo-
rithm over digraphs is proposed, which can achieve a
stronger privacy-preserving effect compared with the existing
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literature [10], [11], [12], [13]. Specifically, the algorithm can
be designed to achieve any pre-given consensus accuracy and
privacy-preserving level simultaneously if the output messages
for at least one out-neighbour are not leaked.

2) The mean square convergence of the algorithm can be
ensured, and simultaneously, the privacy of the agents’ initial
states can be preserved even if all input and output messages
of the agent are leaked to the potential passive attackers.

The rest of this letter is organized as follows. In Section II,
the problem formulation is given. The main results, including
convergence analysis and privacy analysis, are presented in
Sections III and IV respectively. In Section V, one example
is provided to verify the efficiency of our protocol. Finally, a
brief conclusion is given in Section VI.

II. PROBLEM FORMULATION

A. Preliminaries

In this letter, we use R
n and R

n×n to denote the sets of n-
dimensional vectors and n-dimensional real square matrices,
respectively. The notation ⊗ stands for Kronecker product.
In represents n-dimensional identity matrix. 1n and 0n are
n-dimensional column vectors with all elements being 1 and 0,
respectively. The notation diag(x1, . . . , xn) denotes the diag-
onal matrix with diagonal elements being x1, . . . , xn. For a
random variable X ∈ R, EX and Var(X) denote the expectation
and the variance of X, respectively. Normal(μ, σ 2) denotes the
normal distribution with mean μ and variance σ 2.

A digraph G = (V, E) with N agents and M edges is
introduced to describe the relationship between agents. V =
{1, . . . , N} is the agent set. E = V × V is the edge set. An
ordered pair (i, j) ∈ E represents that the agent j can receive
messages from the agent i. Besides, define N in

i = {j:(j, i) ∈ E}
and N out

i = {j : (i, j) ∈ E} as the set of in-neighbours and
out-neighbours of the agent i, respectively. Ni represents the
number of the elements in N out

i . Moreover, a path in the
digraph is an ordered sequence (v1, . . . , vk) with (vi, vi+1) ∈ E
for all i = 1, . . . , k − 1. The graph G is called strongly con-
nected if there is a path from i to j as well as from j to i for
any agents i and j.

B. Problem Statement

Consider a set of N agents coupled by a communication
graph G. The dynamics of the agent i is described by

xi(t) = xi(t − 1) + ui(t − 1), (1)

where xi(t) ∈ R is the agent i’s state. The initial state xi(0) =
θi. The control input ui(t) is designed to compute the average
of the agents’ initial states 1

N

∑N
i=1 θi. The input design relies

on the message transmission in the communication graph G.
Below, we give the definition of the asymptotic unbiased mean
square average consensus of the system (1).

Definition 1 (Asymptotic Unbiased Mean Square Average
Consensus) [2]: For given initial states θ1, . . . , θN , the
system (1) is said to achieve asymptotic unbiased mean square
average consensus with ρ-accuracy, if there exists a random
variable x∗ with Ex∗ = 1

N

∑N
i=1 θi and Var(x∗) = ρ such that

limt→∞ E(xi(t) − x∗)2 = 0 for any agent i ∈ V .

To achieve the asymptotic unbiased mean square average
consensus, the following assumption about the digraph G is
required.

Assumption 1: The digraph G is strongly connected.
In the average consensus protocol designed, the initial state θi

is always considered as the sensitive information that the poten-
tial passive attackers are probably interested in. Generally, there
are two types of potential passive attackers: honest-but-curious
neighbours and eavesdroppers. Honest-but-curious neighbours
probably compute the sensitive information from received mes-
sages. Eavesdroppers eavesdrop output messages in the network
to access the sensitive information. In the traditional stochastic
obfuscation methods [10], [11], [12], [13], the agent i sends
the same output messages

yi(t) = xi(t) + di(t) (2)

to all its out-neighbours. In that case, if output messages for
an out-neighbour are leaked, then the potential passive attack-
ers obtain all the output messages of the agent. To promote
the privacy-preserving level, we try to design a new algo-
rithm that sends differentiated output messages to different
out-neighbours. The privacy-preserving level of the average
consensus protocol is described by Fisher information.

Definition 2 (Privacy-Preserving Level) [15]: The privacy
leakage of the sensitive information θ ∈ R from the output
message y is quantified by the Fisher information

Iy(θ) = E

[
∂ ln(p(y|θ))

∂θ

]2

=
∫

y∈Y
p(y|θ)

[
∂ ln(p(y|θ))

∂θ

]2

dy,

where p(y|θ) is the conditional probability density function
of y given θ , and Y is the set of all possible y. Then, the
privacy-preserving level can be quantified by I−1

y (θ).
Remark 1: Fisher information is appropriate to quantify

the privacy leakage, because for any unbiased estimate of x
denoted by θ̂ (y), it holds that E(θ − θ̂ (y))2 ≥ I−1

y (θ).

C. Algorithm Design

In the subsection, the privacy-based output messages yij(t)
and the control input ui(t) are designed to prevent the privacy
leakage problem mentioned above.

We firstly introduce public balanced weights aij that satisfy∑
j∈N in

i
aji = ∑

j∈N out
i

aij =: �i for all agents i. The public
balanced weights aij can be generated from the distributed
imbalance-correcting algorithm in [16].

For the privacy-based output messages, we try to design
differentiated output messages for different out-neighbours. To
realize the differentiated output design, we introduce private
weights wij for the agent i, which is generated by

[
wij1 , . . . , wijNi

]	 ∼ Normal

(

μw
i ,

(σw
i )2

θi
�w

Ni

)

, (3)

where j1, . . . , jNi are the out-neighbours of the agent i, σw
i > 0,

μw
i = �i(M − NNi)

NN2
i

1Ni=
[

�i

N2
i

(∑N
j=1 Nj

N

)

− �i

Ni

]

1Ni ,

and �w
n = In − 1

n 1n1	
n .
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Remark 2: In (3), if θi = 0, then it can be replaced with
θ ′ ∼ Normal(0, ε) for some small ε > 0 in the private
weight design. For expression convenience, we assume that
the sensitive information θi �= 0. Besides, for �w

n , it holds that
rank(�w

n ) = n − 1 and �w
n 1n = 0n.

Remark 3: If centralized information on M and N is avail-
able, μw

i can be directly obtained. Otherwise, μw
i can be

obtained by using an average consensus algorithm [5] to
calculate the average of Ni.

Based on the private weights wij and the public balanced
weights aij, the output messages yij(t) are designed as

{
yij(t) = xi(t) + qi(t)

wij
aij

θi + dij(t),

qi(t) =∏t
s=1

(
1 − β�i

Ni(s+t0)

)
,

(4)

where β > Ni
2�i

, t0 >
β�i
Ni

and dij(t) ∼ Normal(0, σ 2
ij ). The

noises dij(t) are mutually independent for different agents i,
out-neighbours j and time indexes t. The noises dij(t) are also
independent of the private weights wij.

Under the output messages (4), we design the stochastic
approximation-based controller as follows

ui(t − 1) = β

Ni(t + t0)

⎡

⎢
⎣
∑

k∈N in
i

aki(yki(t − 1) − xi(t − 1))

⎤

⎥
⎦. (5)

Remark 4: If we remove the term qi(t)
wij
aij

θi in (4), the
proposed algorithm will degenerate to the traditional stochas-
tic consensus algorithm in [1]. Section IV will further figure
out that by introduce the term qi(t)

wij
aij

θi, the algorithm can
achieve a better privacy-preserving level.

III. CONVERGENCE ANALYSIS

This section will focus on the convergence analysis of
the algorithm including the asymptotic unbiased mean square
average consensus and the accuracy estimation.

Theorem 1: Apply the controller (5) and output message (4)
with private weights wij generated from (3) to the multi-agent
system (1). Suppose Assumption 1 holds. Then, the system (1)
achieves asymptotic unbiased mean square average consensus
with accuracy

ρ ≤ β2

t0M2

∑

(i,j)∈E
a2

ijσ
2
ij . (6)

Proof: Set zij(t) = xi(t)+qi(t)
wij
aij

θi. Then, by (1), (4) and (5),
one can get
⎧
⎪⎨

⎪⎩

zij(t) = zij(t − 1)

+ β
Ni(t+t0)

[∑
k∈N in

i
aki
(
yki(t − 1) − zij(t − 1)

)]
,

yij(t) = zij(t) + dij(t).

The above dynamics is exactly the traditional stochastic
approximation consensus algorithm of the virtual agents zij [1],
whose communication graph is denoted as L(G). Note that
each agent zij in L(G) represents an edge (i, j) in G. And,
there exists an edge in L(G) from the agent zi1,j1 to the agent
zi2,j2 if and only if j1 = i2. Therefore, L(G) is exactly the line
digraph of G [17]. Because of the strong connectedness of G,

the line digraph of G is also strongly connected [17]. Then, by
[1, Th. 7], there exists a random variable x∗ with Var(x∗) < ∞
such that limt→∞ E(zij(t) − x∗)2 = 0 for any (i, j) ∈ E . Note
that limt→∞ zij(t) − xi(t) = limt→∞ qi(t)

wij
aij

θi = 0. Therefore,
given any (i, j) ∈ E , it holds that

lim
t→∞E

(
xi(t) − x∗)2 = 0. (7)

Next, we prove Ex∗ = 1
N

∑N
i=1 θi.

Denote ζij(t) = xi(t) + Ni
�i

qi(t)wijθi. Then, by (1) and (5), it
holds that
∑

(i,j)∈E
ζij(t)

=
∑

(i,j)∈E
ζij(t − 1) + β

t + t0

∑

(k,i)∈E
aki(yki(t − 1) − xi(t − 1))

− β

t + t0

∑

(i,j)∈E
aijqi(t − 1)

wij

aij
θi

=
∑

(i,j)∈E
ζij(t − 1) + β

t + t0

∑

(i,j)∈E
aijdij(t − 1), (8)

which implies

E

⎡

⎣
∑

(i,j)∈E
ζij(t)

⎤

⎦ = E

⎡

⎣
∑

(i,j)∈E
ζij(0)

⎤

⎦ = M

N

N∑

i=1

θi. (9)

Note that limt→∞ ζij(t) − xi(t) = limt→∞ Ni
�i

qi(t)wijθi = 0.
Then, by (7) and (9), the asymptotic unbiased mean square
average consensus of the system (1) can be verified.

For the accuracy estimation, by (8), it holds that

E

⎡

⎣
∑

(i,j)∈E
ζij(t) − M

N

N∑

i=1

θi

⎤

⎦

2

= E

⎡

⎣
∑

(i,j)∈E
ζij(t − 1) − M

N

N∑

i=1

θi

⎤

⎦

2

+ β2

(t + t0)2

∑

(i,j)∈E
a2

ijσ
2
ij

= E

⎡

⎣
∑

(i,j)∈E
ζij(0) − M

N

N∑

i=1

θi

⎤

⎦

2

+
t∑

s=1

β2

(s + t0)2

∑

(i,j)∈E
a2

ijσ
2
ij

≤ β2

t0

∑

(i,j)∈E
a2

ijσ
2
ij .

Therefore, we have

E

(

x∗ − 1

N

N∑

i=1

θi

)2

= 1

M2
E

(

Mx∗ − M

N

N∑

i=1

θi

)2

≤ 1

M2

⎛

⎜
⎜
⎝

√
√
√
√
√E

⎛

⎝Mx∗ −
∑

(i,j)∈E
ζij(t)

⎞

⎠

2

+
√
√
√
√

β2

t0

∑

(i,j)∈E
a2

ijσ
2
ij

⎞

⎟
⎟
⎠

2

.

By ζij(t) converging to xi(t) and xi(t) converging to x∗ in
the mean square sense, one can get E(Mx∗ −∑(i,j)∈E ζij(t))2
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converges to 0 as t goes to infinity. Therefore, we have
ρ ≤ β2

t0M2

∑
(i,j)∈E a2

ijσ
2
ij .

Remark 5: By Theorem 1, it is found that the key factor
on the consensus accuracy is the variance of the noises dij(t)
rather than the private weights. σw

i in the private weight design
does not appear in the accuracy estimate (6) in Theorem 1.
Therefore, the agent i can increase σw

i for privacy-preserving
purpose without losing the consensus accuracy.

IV. PRIVACY ANALYSIS

In this section, we give the privacy analysis of the algorithm
by Fisher information. Before that, some useful lemmas and
corollaries are listed below.

Lemma 1: Given α ∈ R and an invertible matrix A ∈ R
n×n

with α1	
n A−11n �= −1, then

1	
n

(
A + α1	

n 1n

)−1
1n = 1	

n A−11n

1 + α1	
n A−11n

.

Proof: By [18, Th. 1.1.17], it holds that

1	
n

(
A + α1	

n 1n

)−1
1n = 1	

n A−11n − α
(
1	

n A−11n
)2

1 + α1	
n A−11n

= 1	
n A−11n

1 + α1	
n A−11n

.

The proof is thereby concluded.
Lemma 2: Given α > 0, a ∈ R

m and a series of invertible
matrices A1, . . . , Am ∈ R

n×n with α
∑m

i=1 1	
n A−1

i 1n < 1, then

(a ⊗ 1n)
	[diag(A1, . . . , Am) − α1mn1	

mn

]−1
(a ⊗ 1n)

≤
∑m

i=1 a2
i 1	

n A−1
i 1n

1 − α
∑m

i=1 1	
n A−1

i 1n
,

where ai is the i-th component of the vector a.
Proof: By Cauchy Inequality, it holds that

(
m∑

i=1

a2
i 1	

n A−1
i 1n

)(
m∑

i=1

1	
n A−1

i 1n

)

≥
(

m∑

i=1

ai1	
n A−1

i 1n

)2

,

which together with [18, Th. 1.1.17] implies

(a ⊗ 1n)
	[diag(A1, . . . , Am) − α1mn1	

mn

]−1
(a ⊗ 1n)

=
m∑

i=1

a2
i 1	

n A−1
i 1n +

α
(∑m

i=1 ai1	
n A−1

i 1n

)2

1 − α
∑m

i=1 1	
n A−1

i 1n

≤
∑m

i=1 a2
i 1	

n A−1
i 1n

1 − α
∑m

i=1 1	
n A−1

i 1n
.

This proves the lemma.
Lemma 3: If positive real numbers α and γ satisfy αγ > 1

and α < 1 + t0, then we have

∞∑

t=1

t∏

s=1

(

1 − α

s + t0

)γ

<
αγ + t0
αγ − 1

.

Proof: By [13, Lemma 3.2], it holds that
∏t

s=1(1 − α
s+t0

)

≤ (
1+t0
t+t0

)α for all t ≥ 1. Therefore, by

∞∑

t=1

1

(t + t0)αγ
= 1

(1 + t0)αγ
+

∞∑

t=2

1

(t + t0)αγ

<
αγ + t0

(αγ − 1)(1 + t0)αγ
,

we have
∑∞

t=1
∏t

s=1(1 − α
t+t0

)γ <
αγ+t0
αγ−1 .

Lemma 4: Assume that the sensitive information x ∈ R is
observed by y = vx + d, where v ∈ R

n and the noise d ∼
Normal(μ,�) with μ ∈ R

n and invertible � ∈ R
n×n. Then,

1) Iy(x) = v	�−1v;
2) for any invertible G ∈ R

n×n and given vector b ∈ R
n,

Iy(x) = IGy+b(x).
Proof: For a), it holds that

p(y|x) =
exp
(
− 1

2 (y − vx − μ)	�−1(y − vx − μ)
)

√
(2π)n det(�)

.

Therefore, we have

Iy(x) = E

(
v	�−1(y − vx − μ)

)2

= v	�−1
E

[
(y − vx − μ)(y − vx − μ)	

]
�−1v

= v	�−1v.

For b), it holds that Gy+b = Gx+Gd+b, where Gd+b ∼
Normal(μ + b, G�G	). Then, by a), we have

IGy+b(x) = v	G	(G�G	)−1
Gv = v	�−1v = Iy(x).

The proof is completed.
The privacy-preserving level is estimated in the follow-

ing theorem. Note that the information leakage of the input
messages affects the privacy-preserving level, and the input
messages cannot be decided by the agent. Therefore, the the-
orem assumes that all input messages are leaked, which is the
worst case for the input messages.

Theorem 2: Apply the controller (5) to the multi-agent
system (1). If for the agent i, all input messages of the agent
i and all the output messages for its out-neighbours j1, . . . , jm
are leaked to the potential passive attackers, then,

I−1
Yj1,...,jm (t)(θi) ≥ 1 − (σw

i )2

Ni

∑m
s=1 Iijs

∑m
s=1

(
aijs + M−NNi

NNi

)2Iijs

,

where

Yj1,...,jm (t) =
[
yij1 (t) · · · yij1 (0) · · · yijm (t) · · · yijm (0)

]	
,

and

Iijs = 2β�i + Nit0
a2

ijs
σ 2

ijs(2β�i − Ni) + (σw
i )2(2β�i + Nit0)

.

Proof: By (1) and (5), it holds that

xi(t) = qi(t)θi +
t∑

s=1

qi(t)

qi(s)

β

Ni(s + t0)

⎡

⎢
⎣
∑

k∈N in
i

akiyki(s − 1)

⎤

⎥
⎦.
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which implies

yij(t) = qi(t)

(

1 + wij

aij

)

θi + dij(t)

+
t∑

s=1

qi(t)

qi(s)

β

Ni(s + t0)

⎡

⎢
⎣
∑

k∈N in
i

akiyki(s − 1)

⎤

⎥
⎦,

= qi(t)

aij

(
(
aij1 + wij1

)
θi + aij1 dij1(t)

qi(t)

)

+
t∑

s=1

qi(t)

qi(s)

β

Ni(s + t0)

⎡

⎢
⎣
∑

k∈N in
i

akiyki(s − 1)

⎤

⎥
⎦,

where qi(t) is defined as in (4). Therefore, there exist an
invertible G ∈ R

m(t+1)×m(t+1) and a b ∈ R
m(t+1) such that

Yj1,...,jm(t) = GYq(t) + b, where

Yq(t) =
[(

aij1 + wij1

)
θi + aij1 dij1 (t)

qi(t)
, . . . ,

(
aij1 + wij1

)
θi + aij1 dij1 (0)

qi(t)
, . . . ,

(
aijm + wijm

)
θi + aijm dijm (t)

qi(t)
, . . . ,

(
aijm + wijm

)
θi + aijm dijm (0)

qi(0)

]
.

Then, by Lemma 4, it holds that IYj1,...,jm (t)(θi) = IYq(t)(θi).
By (3), one can figure out that

Yq(t) ∼ Normal
(
μq, �q

)
,

where

μq =
[(

aij1 + M−NNi
NNi

)
1	

t+1 · · ·
(

aij1 + M−NNi
NNi

)
1	

t+1

]	
,

and

�q = diag

(
a2

ij1
σ 2

ij1

q2
i (t)

, . . . ,
a2

ij1
σ 2

ij1

q2
i (0)

, · · ·

a2
ijm

σ 2
ijm

q2
i (t)

, . . . ,
a2

ijm
σ 2

ijm

q2
i (0)

)

+ (σw
i )2Im ⊗ 1t+11	

t+1 − (σw
i )2

Ni
1m(t+1)1	

m(t+1).

By Lemmas 1, and 3, it holds that for s = 1, . . . , m,

1	
t+1

(

diag

(
a2

ijs
σ 2

ijs

q2
i (t)

, . . . ,
a2

ijs
σ 2

ijs

q2
i (0)

)

+ (σw
i )21t+11	

t+1

)−1

1t+1

=
∑t

l=0 q2
i (l)

a2
ijs

σ 2
ijs

+ (σw
i )2
(∑t

l=0 q2
i (l)
)

≤ 2β�i + Nit0
a2

ijs
σ 2

ijs(2β�i − Ni) + (σw
i )2(2β�i + Nit0)

= Iijs .

Then, by applying Lemma 2, we have

IYj1,...,jm (t)(θi) = IYq(t)(θi) = μ	
q �−1

q μq

≤
∑m

s=1

(
aijs + M−NNi

NNi

)2Iijs

1 − (σw
i )2

Ni

∑m
s=1 Iijs

.

This proves the theorem.

Remark 6: It is worth noticing that the lower bound of
I−1

Yj1,...,jm (t)(θi) given in Theorem 2 increases as σw
i grows.

Recall Remark 5. That means the agent i can promote the
privacy-preserving level without losing the consensus accuracy
by increasing σw

i .
The following theorem estimates the privacy-preserving

level when σw
i is sufficiently large.

Theorem 3: Under the condition of Theorem 2, we have the
following assertions:

a) if m < Ni, then limσw
i →∞ I−1

Yj1,...,jm (t)(θi) = ∞;
b) if m = Ni, then

lim
σw

i →∞
I−1

Yj1,...,jNi
(t)(θi)

≥ (2β�i − Ni)
∑Ni

s=1 a2
ijs

σ 2
ijs

Ni(2β�i + Nit0)
∑Ni

s=1

(
aijs + M−NNi

NNi

)2
,

Proof: When m < Ni, a) of the theorem can be verified by

limσw
i →∞ Iijs = 0, limσw

i →∞
(σw

i )2

Ni

∑m
s=1 Iijs = m

Ni
< 1 and

Theorem 2.
When m = Ni, by Theorem 2, it holds that

lim
σw

i →∞
I−1

Yj1,...,jNi
(t)(θi)

≥ lim
σw

i →∞
1 − (σw

i )2

Ni

∑Ni
s=1 Iijs

∑Ni
s=1

(
aijs + M−NNi

NNi

)2Iijs

= lim
σw

i →∞

∑Ni
s=1

(σw
i )2a2

ijs
σ 2

ijs
(2β�i−Ni)

a2
ijs

σ 2
ijs

(2β�i−Ni)+(σw
i )2(2β�i+Nit0)

Ni
∑Ni

s=1

(
aijs + M−NNi

NNi

)2
(σw

i )2Iijs

= (2β�i − Ni)
∑Ni

s=1 a2
ijs

σ 2
ijs

Ni(2β�i + Nit0)
∑Ni

s=1

(
aijs + M−NNi

NNi

)2
,

which verifies b) of the theorem.
Remark 7: Theorems 1, and 3 imply that when the output

messages for at least one out-neighbour are not leaked, we
can decrease σij to achieve any pre-given consensus accuracy,
and increase σw

i to achieve any pre-given privacy-preserving
level simultaneously. However, it is worth mentioning that dif-
ferentiated output-based methods bring extra communication
overhead.

V. NUMERICAL SIMULATION

This section considers a discrete-time multi-agent system of
four agents coupled by the communication digraph illustrated
in Fig. 1. The public balanced weights aij are also given in
Fig. 1.

In this example, the initial states of the agents are set to be
θ1 = 3, θ2 = 1, θ3 = −1, and θ4 = −3. We employ the
controller (5) with β = 3 and t0 = 9. The variances of the
noises in output messages (4) are set to be σ 2

12 = σ 2
23 = σ 2

34 =
σ 2

41 = 0.49 and σ 2
13 = 0.64.

For the private weights generated by (3), when (σw
1 )2 =

10000, Fig. 2 shows that the states of the agents tend to the
same value, and approach the average of the initial states.
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Fig. 1. Communication topology.

Fig. 2. The trajectories of the agents’ states.

Fig. 3. The consensus accuracy and information leakages.

Besides, for the each case of (σw
1 )2 = 1, 10, 100, 1000,

we repeat 50 experiments and compute the average of
( 1

4

∑4
i=1 xi(1000) − 1

4

∑4
i=1 θi)

2 to approximate the consen-
sus accuracy. The results are given in Fig. 3, which illustrates
that the consensus accuracy does not increase as (σw

1 )2

grows. Meanwhile, the privacy leakage amounts IY2(t)(θ1) and
IY3(t)(θ1) rapidly reach 0 as (σw

1 )2 grows. The experiment ver-
ifies that Agent 1 can increase σw

i to achieve any pre-given
privacy-preserving level without losing the consensus accuracy
if the output messages for Agents 2 and 3 are not both leaked.
This cannot be achieved for traditional stochastic obfusca-
tion algorithms [10], [11], [12], [13], which is consistent with
theoretical analysis.

VI. CONCLUSION

In this letter, we have studied the differentiated output-based
privacy-preserving average consensus over digraphs. A new
privacy-preserving distributed consensus algorithm has been

proposed, which can achieve a stronger privacy-preserving
effect. Specifically, the algorithm can be designed to achieve
any pre-given consensus accuracy and privacy-preserving level
simultaneously achieved if the output messages for at least one
out-neighbour are not leaked. The mean square convergence
of the algorithm has been provided, and privacy protection of
the initial state is quantified by Fisher information. Finally,
a numerical example has been provided to verify the effi-
ciency of the algorithm. In the future work, how to keep low
communication overhead and high privacy-preserving level
simultaneously can be considered.
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